THE BUSINESS OF
CYBERSECURITY -
BEYOND COMPLIANCE

WILL YOUR COMPANY SURVIVE IN
TODAY'S THREAT ENVIRONMENT?

MELBOURNE
16 - 17 OCTOBER 2019

SYDNEY
23 - 24 OCTOBER 2019

EXPLORE

» Cybersecurity fundamentals, standards &
frameworks

EXPERT FACILITATOR

» Explore best practices & standards: ISO

27001/27002, COBIT, ITIL, APRA Guidance
Jo Stewart-Rattray

Director Technology &
Security Assurance
BRM Advisory

» Develop a cyber secure mindset

» Realise the importance of cross-functional
collaboration

» Cybersecurity risk identification & planning

» Defining appropriate metrics & measuring
success BOOK
AND SAVE!

» Foster company wide security awareness

» Define stakeholder expectations & influence $7OO

change
BOOK AND PAY BEFORE
» Building the business case to implement 171 JULY 2019
strategies TO SAVE UP TO $700

» Develop a robust cyber resilience strategy to
take back to your organisation

START YOUR LEADERSHIP JOURNEY! é LIQUIDLEARNING
Call +612 8239 9711 Priority Code - | bebetter



ABOUT THE EVENT

One in five data breaches are the direct result
of employee error, yet according to ISACA
Cybersecurity Culture Report 2018, only 58
percent of organisations have outlined a
cybersecurity culture plan or policy. There

is recognition that technical cybersecurity
measures do not operate in a vacuum, and
need to operate in harmony with other business
processes. But is your organisation ahead of the
game when it comes to enlisting a workforce
ready to mitigate cyber risk?

Don't just focus on the ‘lock and keys' of
cybersecurity, it is crucial to the success of
creating a cyber secure organisation that

you remember people are the weakest link.

You need to create an environment where
employees become robust human firewalls
against cyber attacks, a failure to embark on this
change means your organisation is open to risk.

Changing the knowledge, attitudes and

values of people regarding cybersecurity is not
something that happens overnight. Managing a
successful cybersecurity culture requires leaders
and a plan. This interactive two-day workshop
will take you through an entire cybersecurity
culture change. It will provide you with the tools
to make better, clearer connections between
strategic organisational plans and day-to-day
work. You will walk away with a practical risk
identification, cyber resilience strategy action
plan to foster a compliant culture to defend
against cyber crime.

WHO WILL ATTEND?

Cross-functional interactive workshop aimed
at middle managers and aspiring leaders, and
security champions across departments:

» |T and corporate security managers

» HR Managers/ People & Culture

» Information security managers

» Corporate governance managers

» Risk and compliance managers

» Project managers

» Information security consultants

» Risk and compliance managers

» Marketing and communications managers
» Legal managers

DAY ONE

What you need to know about cybersecurity - Do
you understand and care about the why?

» Understand the long-term impacts of cybercrime

» Cybersecurity fundamentals, frameworks and
standards - Explore ISO 27001/27002, COBIT, ITIL,
APRA Guidance

» Bust the myths around cybersecurity, explore
emerging trends

What does security look like at your organisation?

» Introducing the concepts behind the Business
Model for Information Security

Activity: Using the model as a guide, determine
which way your organisation leans currently and
how you think it should look

Crafting a cyber secure mindset - Culture is
everything!

» Connecting the dots between IT requirements and
the expectations of the organisation

Embrace the mindset that cyber is everyone’s
responsibility

Understand the importance of a cross-functional
approach to cybersecurity

Collaboration between departments to defend
against cybercrime

Mitigating risk - Explore the threat landscape

» Policy and governance - Building a governance
framework for your organisation

» What you can police and what you can’t police

» Indirect risks and exposures - Impact of social
media and risky practices

Measuring and reporting for compliance

» Understand the value of compliance - It's a two
way street

» Define roles, responsibilities of duties across the
organisation

» Create a pathway for success with metrics and
effective management

» Establish goals & outline KPIs to meet ISMS criteria

Activity: Revisit how you thought your organisation
should look from a security perspective. Do you still
think this is accurate? How do think it should look
now?




DAY TWO

It's all about the people

» Turn your most valuable assets into a weapon
against cyber crime

» Assemble your cybersecurity workgroup

» Create a sound understanding of employees' role in
a security culture

» Explore the impacts of diversity - Know your
employees’ behaviours and norms

» Create a safe environment for employees to report
incidents without fear of consequences

Activity: Develop a strategy for your organisation that
will contribute to a robust, adaptable cyber resilience
strategy

Gain security buy in with key stakeholder
engagement

» The gap between the Board, the Executive and you
- How to plug the gap with an effective strategy

» How the Board and Executive think - How
to understand and influence them through
appropriate communications

» Embrace transparent conversations - Culture
change extends beyond awareness

» Demonstrate the ROI of cybersecurity in terms of
competitive advantage

What happens if (or when) it goes wrong?

» Explore current and emerging security breaches -
Real world case studies

» How should the business act and respond

» How will different stakeholders react and deal

» What does recovery look like?

» Culture change challenges - Learn from the past

Culture change extends beyond awareness - Next
steps to defend against cyber-crime

» Review of cyber resilience strategy

» Create a business case for education and training to
create employee engagement and ownership

» Reach out to vendors and seek advice from
Standards Authorities

v

Action plan for next steps to develop security
champions

YOUR FACILITATOR

Jo has over 25 years’ experience in the IT field some
of which were spent as CIO in the Utilities and as
Group CIO in the Tourism space, and with significant
experience in the Information Security arena. She
underpins her information technology and security
background with her qualifications in education and
management.

She specialises in consulting in technology issues
with a particular emmphasis on governance in both
the commmercial and operational areas of businesses.
Jo provides strategic advice to organisations across
a number of industry sectors including banking and
finance, utilities, manufacturing, tertiary education,
retail and government.

Jo has chaired a number of ISACA's international
committees including the Board Audit & Risk
Committee, Leadership Development and Professional
Influence & Advocacy. She is currently serving as an
Elected Director on ISACA's international Board of
Directors and is Chair of its global women's leadership
initiative, ShelL.eadsTech.

Jo Stewart-Rattray

Director Technology & Security
Assurance

BRM Adyvisory

)
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IN-HOUSE
TRAINING
AVAILABLE

Do you have a team of ten or
more people requiring this
training?

If so, it may be more cost
effective for Liquid Learning to
bring the training to you.

Contact us to discuss
your needs today.

+612 8239 9711

registration@liquidlearning.com.au



The Business of Cybersecurity - Beyond Compliance
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23 - 24 October 2019 Cliftons Sydney

Booking Form

Event Reference: ISOCI019A

Priority Code: |

Organisation Name

Address Suburb State Postcode
Booking Contact Information
Title Full Name Position Email Phone

Full Name or TBA Attend e/s
1 [] Melbourne [] Sydney
2 [] Melbourne [] Sydney
3 [] Melbourne [] Sydney
4 [] Melbourne [] Sydney
5 [] Melbourne [] Sydney
6 [] Melbourne [] Sydney
7 [] Melbourne [] Sydney
8 [] Melbourne [] Sydney
9 [] Melbourne [] Sydney
10 [] Melbourne [] Sydney

our Investment

Options (per perso
Qty

Discounted off standard rates :

Value Plus Rate
Register and pay by 11 July

Workshop $2095 + GST = ($2304.50) $2395 + GST = ($2634.50) $2545 + GST = ($2799.50)

Save up to $700

Super Saver Rate

Register and pay by 15 August

Save up to $400

Group 10% off 15% off 20% off 25% off
Discounts Standard Rate = Standard Rate Standard Rate Standard Rate
Available: Team of 3- 4 Team of 5-7 Team of 8 - 9 Team of 10+

Early Bird Rate
Register and pay by 19 September

Save up to $250

Standard Rate

$2795 + GST = ($3074.50)

All Prices listed in Australian Dollars

TOTAL
incl GST

Conditions: Group Discounts apply for bookings made simultaneously. Only one discount applies. Group discounts apply to standard rates only. Group discounts are not applicable to Value Plus, Super Saver and Early Bird rates.
Discounts cannot be applied retrospectively and must be claimed at the time of booking. Liquid Learning Group reserves the right to have sole discretion on an organisation’s eligibility for discounts.
Note: Course materials, refreshments & lunches are included. Travel and accommodation are NOT included. Registration Options are per person only.

@ Payment Details

Payment is required prior to attending this event

Credit Card Details - Please charge my credit card for this registration:

[] Credit Card

Card Type [] Visa

[] MasterCard ~ [] American Express

Electronic Funds Transfer (EFT)
Please transfer funds directly to:
Westpac Account Name: Liquid

[] Cheque (payable to Liquid Learning Group Pty Ltd)

Note: 2% surcharge applies to American Express payments

Learning Group Pty Ltd
BSB: 032 002

[] Electronic Funds Transfer

[] Please invoice me:

cemarameer | L L =~ 7 L

Account No: 407 273
SWIFT Code: WPACAU2S

Purchase Order No. # |

Ccw ‘ H H ‘ Full Name as on card

Amount

Cardholder’s Contact Number

Signature

X

Please quote ref ISOC1019A
and registrant name

Authorising Manager's Details: This registration is invalid without a signature

Name Position

Phone

Email

Signature

X

Date

Email this form to: registration@liquidlearning.com.au or Call us on: +61 2 8239 9711

Registration Policy If you are unable to attend this event, you may send a
substitute delegate in your place at no additional cost. Please advise us of
any substitutions as soon as possible. Alternatively, you may transfer your
registration to another event run by Liquid Learning Group Pty Ltd. A10%
service fee may apply. Should you wish to cancel your registration, please
notify us in writing as soon as possible and a credit note will be issued valid
for use towards any future event held by Liquid Learning Group Pty Ltd in
the twelve months following date of issuance. Cancellation notifications
received less than 14 days from the event running will receive a credit

note to the value of the registration fee less a service fee of $400 plus GST.
Liquid Learning Group Pty Ltd does not provide refunds for cancellation.
The prices above are based on one person per registration. It is not possible
for multiple people to attend within any day of the event on a single
registration. Split tickets, i.e. a different person attending each day of the
event, can be arranged. A fee will apply. Please call us for details.

Liquid Learning Group Pty Ltd takes all care to produce high quality
events that deliver as promised. All advertised details are correct at time

of publishing. However, when circumstances beyond our control prevail,
we reserve the right to change program content, facilitators or venues.
We also reserve the right to cancel or reschedule events if circumstances
arise whereby performance of the event is no longer feasible, possible or
legal. Liquid Learning Group Pty Ltd will not be responsible for any loss or
damage arising from any changes to or cancelling or rescheduling of an
event. If an event is cancelled or rescheduled, Liquid Learning Group Pty
Ltd will make every effort to contact every registered delegate; if an event
is cancelled or you are unable to attend the rescheduled event you will be
issued with a credit note valid for use towards any future Liquid Learning
Group Pty Ltd event held in the twelve months following date of issuance.

Disclaimer Liquid Learning Group Pty Ltd has taken due care in selecting
qualified professionals as its authors and course facilitators. The information
provided by course facilitators is not produced by Liquid Learning Group
Pty Ltd and should not be regarded as advice. Liquid Learning Group

Pty Ltd accepts no responsibility for reliance on such information and
recommends that its clients seek further professional advice.

Privacy Statement Liquid Learning Group Pty Ltd is committed to your
privacy. All information collected on this registration will be held in the
strictest of confidence and in accordance with the Privacy Act 1988. Liquid
Learning Group Pty Ltd will add your information to a secure database.
This will be used primarily to contact you for ongoing research, product
development and notice of future events and services offered by Liquid
Learning Group Pty Ltd. Occasionally you may receive information from
organisations associated with Liquid Learning Group Pty Ltd. If you do not
wish to receive such information please tick this box: []

To update or have your details deleted please advise our Database team at
Liquid Learning Group Pty Ltd,

Level 9, 80 Clarence Street, Sydney NSW 2000, PH: +61 2 8239 9700, email:
database@liquidlearning.com.au

© 2019 Liquid Learning Group Pty Ltd ACN 108 415 354



